
by Terrell Brown, K4TLB  
 
By now most people in America, have heard of the ten 
Russian spies recently captured here by the FBI. In what 
seems like something right out of an old espionage movie, 
this is a case of good fashion surveillance, bugging, and 
classic detective work, but perhaps a little less romantic but 

interesting nonetheless. These spies were in the U.S. to become 
“Americanized” in order to gather information on government policies 
ranging anywhere from American foreign policy in Central Asia, what the 
U.S. knows about how terrorist were using the Internet, military policy is-
sues, and even technical information on small-yield-high-penetration nu-
clear warheads, known as nuclear bunker busters. They also had a mission 
to recruit new sources of information such as person holding former and 
current positions close to high political personalities and organizations 
even in regards to weapons research and development. Perhaps, one of the 
more interesting things that the FBI found in their evidence gathering mis-
sions was short-wave radio listening gear. Other media outlets not quite 
familiar with our beloved radio technology, have been quick to cast off 
this equipment as “1920s-era technology” as stated in one Slate.com arti-
cle. As if Russians believe that by hauling around old clunker receivers 
and spark-gap transmitters, wary people will think instead of being spies 
they are actually a bunch of crazy radio enthusiasts and just trying to 
phone home.  
 
The truth is that the whole operation was far more sophisticated; but not 
by much, there were no spark gap transmitters that I know of and most 
shortwave listening can be done effectively with a small receiver. Accord-
ing to two criminal complaint documents, which can be found on the Jus-
tice.gov website, the FBI knew nothing about the radio transmissions that 
the spies were receiving or transmitting. It was not until federal agents en-
tered the various residences of the spies to take pictures of evidence, make 
photo copies, and setup listening devices did they locate short-wave re-
ceivers as well as transceivers.  
 
                                                (Continued on Page 3) 
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Meeting began at approximately 7:00 PM by Vice-
President, Terrell Brown, K4TLB. 
 
Prayer given by Ernie Wall, NC4EW. 
 
Financial report given by Treasurer, Ernie Wall. Fi-
nances are in decent standing. 
 
Quick discussion of the club's insurance and what it 
covers from vice-president's question with break down 
of coverage given by Treasurer. Insurance is the only 
expected payment left for the year. 
 
Repeater site update given by Jim Hightower, W4JLH. 
Repeater is in good working order. Site has been well 
maintained but some work will be needed, perhaps this 
weekend (of June 25/26) to keep things in 
order. Jim will coordinate with interested persons to 
help with yard maintenance. 
 
Discussion of upcoming events: 
Ernie Wall reminded everyone of GARA's June 28 
picnic. 
 
Several area hamfests are coming up, particularly July 
10 for Salisbury and July 17 for Cary. 
 
A quick Field Day discussion began and pertinent in-
formation given. 
Event to take place during weekend of June 25 
through 27. 
 
There were two programs for the meeting: 
 
1. Gary Hastings, KE4IAN, gave a quick presentation 
on the BlackBerry Scanner software (www.bbscanner.
com) that interfaces with the Radio Reference  
(www.radioreference.com) live audio stream database. 
 
2. Terrell Brown, K4TLB, gave a somewhat comedic 
program on strange mobile HF antenna setups and 
other cloud warmer-type antenna systems with the aid 
of some funny and interesting photos of vehicles from 
around the U.S. and the world. 
 
Meeting ended at approximately 7:50pm. 
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The spies essentially became the ones be-
ing spied upon. Copies of decoded mes-

sages and code tables were also located and copied. 
The evidence in these documents and a common refer-
ence to two letters, RG, pointed to one obvious thing, 
radiograms. The FBI microphones recorded strange 
clicking noises as if it were electronically generated. 
The sounds indeed turned out to be that of radiograms. 
The FBI affidavit describes radiograms as quick bursts 
of data sent over a radio frequency and in this case in 
the form of Morse code (CW). These bursts would be 
recorded on some medium, such as a tape-deck or 
computer and then played back slowly so the message 
can be decoded or put through a software program that 
can adjust its reading speed to obtain the message. 
Any ham operator to have ever worked packet or CW 
on a computer probably knows all about this.  
 
This isn’t the first time a foreign agent has used high 
frequency to pass their criminal messages. Ever heard 
of the Cuban Five? These were Cuban intelligence of-
ficers from the organization known as La Red Avispa 
(The Wasp Network). This is at least one Cuban-spy 
cell that listened to the clandestine “Atención” num-
bers stations often heard all over the short-wave spec-
trum. These numbers stations and other foreign clan-
destine stations still operate out of Cuba and other 
places. There have been many examples of numbers 
stations and others operating from other countries, 
such as the former USSR, Britain, and Israel. In 2006, 
what is known as the E7 Russian Man, a phone trans-
mission of numbers appeared on the 30 meter band on 
frequency 10116 kHz. The British MI6 and Israeli 
Mossad are also known to use numbers stations for 
their agents operating abroad (The Lincolnshire 
Poacher and E10 Yankee Hotel Foxtrot respectively).  
 
With all this talk of short-wave spy communication, 
how does it affect amateur radio operators and short-
wave listeners? Besides the obvious issues, there is not 
much. Yet, to state the obvious, interference is the ef-
fect. There is nothing more annoying and dishearten-
ing than another station interfering with the precious 
radio spectrum. It is bad enough operators have to deal 
with nature; that is actually the fun part. To be dealt a 

blow in receiving or transmitting traffic by an illegally 
operating and/or intentionally interfering station is an 
offense that deserves its own level in Dante’s Inferno. 
One already exists for a spy, which is circle eight. It 
can be likened to repeatedly smacking a blindfolded 
person strapped to a chair. The insult has been done 
but one doesn’t quite know who or from where. Even 
if proactive operators around the world help triangu-
late and plot the source of the interference, all that 
may happen is that a letter describing how angry 
someone is will be sent. Within the United States 
though, that may be a whole different legal matter for 
the offending station and the same goes for foreign 
agents. In that case may justice come as swiftly as 
light and with the weight of an old 30 amp linear 
power supply.  Some websites to check out: 
  
U.S. DOJ Press Release and Criminal Complaint 
Documents Regarding the 10 Russian Spies:  
http://www.justice.gov/opa/pr/2010/June/10-nsd-753.
html  
 
Russian Spy Case Reveals Old Espionage Tricks  
http://blog.washingtonpost.com/spy-talk/2010/06/
russian_spy_case_shows_things.html  
 
7887 kHz, Your Home for Classic Cuban Espionage 
Radio 
http://www.slate.com/id/2259417  
 
Recording of the E7 Russian Man Interference on 30 
meters  
http://www.simonmason.karoo.net/page505.htm  
 
Spy Numbers Stations Shortwave Radio  
http://spynumbers.com 
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Don’t forget about the club’s weekly ragchew and in-
formation net! 
 
Take time out of you Wednesday evening at 8:45 PM 
to check-in to the net. 
 
Feel free to make announcements of upcoming events. 
Just a reminder:  Send the newsletter editor an e-mail 
about these events at gasette@triad.rr.com. 
 
The weekly GAS net is held every Wednesday night at 
8:45 PM on the 145.25 MHz W4GG repeater.  The net 
concludes at 9:30 PM. 
 
 
Jim Hightower, W4JLH, is the net control station. 

Membership is only $20.00 a year.  We have a long 
range repeater on 145.25 MHz (88.5 Hz tone) W4GG 
repeater.  The machine is at 1,400 ft on the Channel 2 
TV tower. 
 
To join, you can download and print our membership 
form from our website at  www.w4gg.org and send 
your check to  
 
Guilford Amateur Society 
8504 Bromfield Rd. 
Oak Ridge, NC 27310-9726.  
 
You can also join the club at our next meeting which 
is at Tex & Shirley’s Family Restaurant in Friendly 
Center on July 19. 


